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Salem One, Inc., of Winston-Salem,
NC, earned the Mac Papers +
Packaging Best of Show Award at
the 55th Annual PICA Awards, held
virtually on April 14, 2021.
“PICA’s Best of Show award has
always been viewed by Salem One
as the Print industry’s most
prestigious award. We know the
incredible quality of the Printers
in North and South Carolina, so it
makes it particularly special,” Phil
Kelley, Jr., President of Salem One,
Inc., said. “In addition, this project
was a true, entire organization event
that at one point started to flounder.
This award recognized the ability to
never settle for anything less than
Simply the Best.”
Judges chose the 2020 award winners
from 416 entries submitted by 37
North and South Carolina printers.
“The entries were down in 2020,
which we expected with Covid-19
shutting down the world,” Carrie
Epps, PICA Vice President of Member
Services, said. “But with Print being
listed as an essential business and work continuing, albeit at a slower pace, there were
some awesome pieces submitted this year. We even had two non-members participate,
and both won a sponsored award. That doesn’t happen every year.”
Continued on Page 6

OurPurpose OurVision OurMission
Promoting the
Industry – Focused
on Member Success!

Advocate • Educate
Inform • Lead

To promote the common interest of the printing industry; and
to help our members prosper, both individually and collectively,
through fellowship, education and cooperative action.

Chairman’s Letter
STAY STRONG AND LOOK FORWARD!

It has been an interesting time. We have gone through 2020 and half of 2021 with Covid, shutdowns,
and the questions of to mask or not to mask, and to vaccinate or not to vaccinate. It has been an
especially challenging HR time as well. It has been a scary time, but many of us found new ways to
control cost and re-market ourselves, and we just pushed forward. I’m not sure who said it, but “Keep
your eyes focused on the windshield and not the rear view mirror,” have been great words to live by.
There is a reason the windshield is so much bigger than the rearview mirror. It’s perfectly okay to take
a look back at where we’ve been, but so much more important to see where we are going. We all have
pushed forward as best we could and, personally, I feel stronger than when I entered the pandemic.
I feel our Association is stronger as well.
As PICA President Jeff Stoudt details on Pages 4-5, PrUA approached all the affiliates and introduced
a proposal to, in their words, “Strengthen the Association.” I sat through both meetings with Ford
Bowers, the head of PrUA, as he presented his vision and proposal. I also sat in on a meeting with
many of the affiliates across the country and listened to their concerns and issues with this proposal.
The meeting with Ford Bowers started out reasonably well, but as he continued to lay out his
proposal it became increasingly clear that it wasn’t about strengthening PICA or any of the affiliates,
but rather about PrUA. PICA would have been virtually destroyed, as would most of the other affiliates.
The affiliates perform an up-close and personal role in each region, and PrUA wanted everything to be
national, which doesn’t work well for the needs of each individual member in every different part of
the country. Every region faces different laws, different
regulations, etc. After very careful consideration,
I voted against the proposal. I feel that PICA will be fine
without PrUA. PICA has joined with other affiliates
across the USA to put together programs that will truly
strengthen our association.
I want to thank you for the opportunity to serve as your
Chairman during this time. I’m humbled and thankful
for all those who traveled this road before me. I look
forward to seeing everyone in person once everything
opens up completely again. Stay strong and look forward!
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Mory Read
PICA Chairman
Poole Printing Company
mread@pooleprinting.com
(919) 876-5260

PICA Trustee Team Takes Top Honors
It was a breezy, beautiful day at Olde Sycamore for the 9th Annual PICA Foundation Golf Classic. Eleven teams turned
out to play, and the competition was almost as fierce as the joy of being able to socialize together again.

The PICA Foundation Trustee
Team of Ralph Belk, Jr., Stu Cojac,
Russ Tanis and Jerry Dorenfeld
came in at 18 under par to take
First Place honors.

The O’Leary Group Waste Systems
Team of Randy Pitts, O’Leary Group,
and Imagine Charlotte’s Tim Wyatt,
Andy Landers and Mike Kilcoin
claimed Second Place with a score
of 16 under.

When two teams came in at 9 under,
the Recycling Management Resources
Team of Ryan Livers, Ken Harmant
and Phil Drew survived an exciting tie
breaker to claim Third Place.

Hole Sponsors for the Classic were Wikoff Color and The PICA Foundation. Closest to the Pin was sponsored by
Athens Paper, and Recycling Management Resources sponsored the post-game reception, where everyone enjoyed
cheeseburgers and pulled pork sliders.
Russ Tanis took home the honors for Men’s Longest Drive,
and Vickie Smith won the Women’s Longest Drive award.
For the second year running, Tim Weeldryer landed his
shot Closest to the Pin.
The PICA Foundation has been serving the Carolinas’
printing industry since 1962, providing hundreds of
thousands of dollars for various industry scholarships,
including community colleges, universities, high schools,
teacher support and industry education.
Our next tournament is October 20, 2021 back at
Olde Sycamore, so start gathering your teams now.
All proceeds go to scholarships for students entering our industry.
Let’s keep the industry alive with financial support for the next generation of PRINTERS!
May/June 2021
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Printing United Severs Ties with Affiliates; PICA Maintains
Dear PICA Members:
As you are aware, as of May 1 PICA is no longer
an affiliate of PRINTING United Alliance (PrUA).

This is the result of a surprising and rather negative
demand made by PrUA and its Board of Directors to
the former affiliates of Printing Industries of America
(PIA). In alignment with PICA’s Board decision to
reject, ALL other affiliate boards have chosen NOT
to accept the PrUA proposal. Briefly, the background:

PICA is continuing to offer you the same benefits and
services as before. Our programs are geared towards our
member base and will support our supplier members.
The regional print affiliates are working together to
bring programs that are of value to the members.
Some of the valued shared
affiliate programs that will continue:

In January Ford Bowers, President of PrUA, made a
proposal to PICA and the 21 other affiliates which
ultimately was presented to our Board of Directors.
In Ford’s words to the PICA Executive Committee
on the proposal, “This is the big gamble.” Our Board
was not willing to take that gamble for our members
and the Association.

• Wage & Benefit Study

In contrast to a letter that you received from Mr.
Bowers, the proposal would not allow PICA or the 21
other affiliates to “flourish.” In fact, PICA alone would
lose approximately $81,000 during the first year of the
agreement that was presented, with no viable plan of
how to recoup or replace that lost revenue. In addition,
PrUA indicated the strength and independence of
the affiliate boards, fundraising, and self-management
would eventually be gutted. In short, it would have
made the national organization the center of power,
with little to no local control.

• Print Industry Credit Bureau

The national association as you have known it with PIA
is no longer the same. But we are working to ensure the
regional association as you have known it with PICA
is better and stronger than ever. I am also pleased to
report there is more to come as we are joining with our
sister affiliates to ensure all affiliates truly do “flourish”
with programs, benefits, services, education, and
awards programs that are of real value to our collective
membership. An example is the newly launching
HRConnectonline.org list serve. You should have
received your invitation to join this exciting member
benefit in your email recently.
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PICA will always focus on our members’ success!
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• FSC & SFI certification through RACG
• Printers 401(k)
• Printers Disability Trust
• PrintAccess

• PrintWorkers.com

PICA programs along with shared
programs within the affiliates are:

• Environmental, Health & Safety
• Collection Agencies [two options]
• Credit Card processing programs [two options]
• Freight shipping
• Shop towels & textile rebates
• PICA Awards
• Fall Conference
• Webinars and/or Seminars
• Sales training
• Peer to Peer exchange [PICA will email your questions
to your peers for assistance]
• Resume Register

Strong, Independent Local Support for Members
We’ve had some questions from a few members on
programs delivered through the national group, such as
HR and OSHA issues. Well, good news! On the HR front,
we’ve added a national listserv for your HR questions,
HRConnectOnline.org, and, we have also partnered
with Employers Advantage LLC to provide you with a
Carolinas-based HR expert through their HR On Call
service, beginning June 1. This partnership provides
members with:
• Unlimited remote HR Advisory Service via phone,
text, email or video call to provide guidance on
HR related issues. Response is guaranteed within
24 hours during normal business hours (8am-5pm,
Monday-Friday), After hours and weekend response
time is guaranteed within 48 hours.

and is certified as a SPHR (Senior
Professional in Human Resources)
and SHRM-SCP (Society of
Human Resource Management –
Senior Certified Professional).
She may be reached at
rachelv@employersadvantagellc.com

or you can call or text her at (919) 659-5720.
Make sure to identify your company as a PICA member,
and Rachel will do everything she can to help you
through your situation.
It’s nice to know you have this Human Resource
expertise at your fingertips. This is a members-only
service provided to you through PICA.

• HR updates or notification of changes to
employment regulations as they occur.

Some of the other programs we are working to replace
and/or enhance include:

• Quarterly webinars designed to cover current HR
topics, best practices, and review any Federal or
State updates that may affect member companies.

• Environmental Health and Safety Services

• Other HR products and services are available at
discounted rates, specifically:
• Onsite consulting

• Economic reports such as Ratio Reports
• National lobbying efforts on the industry’s behalf

Everything PICA does is for our members.

• Direct hire recruiting

Is there anything you need to do at this point regarding
PICA? Just keep expecting great things! You are our
member, and we continue to support you. We will
certainly keep you informed as we make progress in
our new course. We are excited for the future, and
we know you will be right there with us.

• Other HR projects or services, as agreed upon
by you and Employers Advantage

If you have any thoughts regarding new or improved
offerings, please share them with us!

• Customized HR forms
• Employee Handbook
• Writing Job Descriptions

Your direct HR expert is Rachel Vradenburgh (a.k.a.
Rachel V). Rachel has over 25 years of HR experience

If you have any questions or concerns, please reach
out to me at jstoudt@picanet.org or (704) 357-1150.

Thank you again for your membership and support of PICA.

May/June 2021
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PICA Awards

(Continued from Page 1)

The results of the judging were presented by the
Sponsors, who announced the top finalists for their
company’s award as photos of those entries were
shown on the screen. Emcee Justin Reid of Uptown
Entertainment provided the power behind the virtual
event, customizing the presentation with music and
graphics and ensuring that all flowed smoothly.

The Athens Paper Award for Most Creative Use of
Paper went to Sheriar Press in Myrtle Beach, SC for
The Gold Star Journal.

The Mac Papers + Packaging Best of Show winner,
Welcome to Salem One, by Salem One, Inc., was also
honored with the Prisco Award for Best of Division
D (60 or more), and the Heidelberg Award for Best
Printer’s Self- Advertising. Salem One also took home
the PICA Gutenberg Award, given for most “Best of
Category” wins, 25 in total.

The Growll.Com Award for Best Finishing went
to Napco, Inc., of Sparta, NC, for their entry,
Circle K Box.

The PICA Award for Best of Division A (1 to 9
Employees) went to Action Graphics, Charlotte, NC,
for their entry First Aid Kit For Your Printing Needs.

The Veritiv Award for Best Catalog went to TCG
Legacy, of Garner, NC for their entry Strength In
Numbers Catalog.

The Lindenmeyr Munroe Award for Best of Division
B (10 to 20 Employees) was presented to Loftin &
Company Printers, Charlotte, NC, for their piece
Forefront 2019-20 Impact Report. This is Loftin’s third
time winning the Best of their Division. The piece
also received the Manchester Industries Award for
Best Annual Report.

The Sun Chemical Award for Best Packaging was
awarded to RRD Packaging Solutions - Durham, in
Durham, NC, for their Sword & Shield Ultra-Premium
Collection - Zacian & Zamazenta entry.

The Canon Solutions America Award for Best of
Division C (21 to 59 Employees) was presented to
iTek Graphics, Concord, NC, for their piece Sunbrella
Photo Book. This piece also won the HP Inc. Award
for Best Digital and the Wikoff Award for Best Process
Color. iTek also took home the Case Paper Award for
Best Brochure or Broadside for Introducing Embrace
Health, and the Gwen Doster Award for Judges’ Choice
for Mint Museum “Foragers” Window Transformation as
well as the PICA Our Story Award.

The Fujifilm Award for Best Wide Format was claimed
by Allegra Image360 River Arts District, Asheville,
NC, for their Marketing Brick Wrap.

The Komori Award for Best Booklet was presented
to Sun Solutions of West Columbia, SC, for their
entry, Tribus.

Eight high schools and colleges competed in the PICA
Awards, submitting 114 original entries. The PICA
Foundation Award for Best of High School Division
went to Reagan Kimbrell of Anderson Districts I &
II Career and Technology Center, Williamston, SC,
instructor Joellyn Hayden, for “Among Us” Calendar.
Anderson Districts I & II was also awarded 2nd and
3rd place for High School which brings an additional
$500 to their graphics program.
The Napco Award for Best of Collegiate Division went
to Samuel Jarman of Lenoir Community College,
Kinston, NC, instructor Dr. Hope Carroll, for Cleen.

To download the 2020 Sponsored Award Catalog and see a full list
of all winners by division, go to http://www.picanet.org/pica-awards.
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Sponsored Awards
Mac Papers +
Packaging’s Craig
Boortz (l) and Dave
Boynton, Jr. (r), present
Joe Conley, Phil Kelley,
Jr. and Jennifer Ingram
of Salem One with the
2020 Mac Papers +
Packaging Best of
Show Award.

PICA’s Jeff Stoudt
presents Jennifer
Ingram, Salem
One, with the
Gutenberg Award
for receiving 25 Best
of Category Wins.

Komori’s Jeff Sammons
presents Vickie Smith, Sun
Solutions, with the Komori
Best Booklet Award.

Patrick Cleghorn, Prisco,
presents Salem One’s Joe
Conley with the Prisco Best
Printing Division D Award.

Bob Myers, Heidelberg,
presents the Heidelberg Best
Printer’s Self-Advertising
Award to Salem One’s Logan
Gallimore, Phil Kelley, Jr.,
and Sarah Huffman.

May/June 2021
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Sponsored Awards
iTek’s Rick Mitchell,
Julli Goodwin, and Erich
and John Rawlins celebrate
winning the Gwen Doster
Judges’ Choice Award.
TCG Legacy’s Brent Chesner,
Paige Reckert Happ and
Pete Reckert receive the
Veritiv Best Catalog Award from
Pam Munn of Veritiv (right center).

Rick Mitchell, Julli Goodwin
and Erich and John Rawlins
receive the Our Story Award
from PICA’s Jeff Stoudt (center).

Jim Davis of
Case Paper (center)
presents iTek’s
Rick Mitchell, Julli
Goodwin and Erich
and John Rawlins
with the Case
Paper Award for
Best Brochure
or Broadside.

Rocky Proffit with
Napco receives the
Growll.com Best
Finishing Award
from Jordan Finn.
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Sponsored Awards

Rick Mitchell, Julli Goodwin and
Erich and John Rawlins of iTek
Graphics receive the Canon
Award for Best of Division C
from Canon’s Dave Lipari (center).

Ron Brescia of HP (2nd from right)
presents the HP Award for Best
Digital Printing to John Rawlins,
Rick Mitchell, Julli Goodwin and
Erich Rawlins of iTek Graphics.
Carl Godbout of Athens (center)
presents Trish Weymouth and
Pat Cassidy, Sheriar Press,
with the Athens Paper Award
for Most Creative Use of Paper.

John Rawlins, Rick Mitchell,
Julli Goodwin and Erich
Rawlins receive the Wikoff
Best Process Color Printing
Award from Wikoff’s Joe
Lyons (2nd from right).

RRD’s Jeff
Griffeth and
Jerry Davis
receive the
Sun Chemical
Best Packaging
Award from
Sun’s Kim
Barham (center).

May/June 2021
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Sponsored Awards

Action Graphics’ Dave Perlman
(along with Louie and Marie)
accepts the PICA Award for
Best of Division A from PICA
President Jeff Stoudt.

Fujifilm’s Tony Aquino
presents Marina Barnett,
Allegra Image360 River
Arts District, with the Fujifilm
Best Wide Format Award.

Jessica Kirkman of
Lindenmeyr Munroe
presents Bill Loftin, Loftin
& Company Printers,
with the Best Printing
Division B Award.
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Patrick Duckworth of
Manchester Industries presents
Bill Loftin, Loftin & Company
Printers, with the Manchester
Industries Award for Best
Annual Report.

Student Awards
Joellyn Hayden, Instructor, and
student Reagan Kimbrell of
Anderson Districts I & II Career and
Technology Center, receive the
PICA Foundation Award for Best
Printing High School Division
from Jeff Stoudt of PICA.

Dwight Downie, Hope Carroll
and Samuel Jarman with Lenoir
Community College celebrate
receiving the NAPCO Collegiate
Student Achievement Award
from PICA President Jeff Stoudt.

May/June 2021
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THANK YOU TO ALL OUR PICA AWARDS SPONSORS!
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Best of Show

Best Printing Division A
(1 to 9 Employees)

Best of Division B
(10 to 20 Employees)

Canon Best of Division C
(16 to 59 Employees)

Best Printing Division D
(60 or More Employees)

Gutenberg Award

Best Packaging

Best Catalog

Best Process
Color Printing

President’s
‘Our Story’ Award

Best Annual Report

Best Booklet

Best Digital

Gwen Doster
Judges’ Choice Award

Best Printer’s
Self-Advertising

Best Finishing

Most Creative
Use of Paper

Best Wide Format

Best Brochure
or Broadside

Student Achievement
Award: Collegiate Division

Student Achievement
Award: High School
Division
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Member News
Manchester Industries Promotes Clive Gillanders
Manchester Industries recently
announced the promotion of Sales &
Marketing Director Clive Gillanders.
“He’s been a great manager and
business leader, having built an excellent
sales organization and culture here at
MI. We’re happy to announce that Clive has accepted
a position at our parent company, Clearwater Paper,
as Sales Director for the Cypress Bend Mill,” Patrick
Duckworth, Manchester Industries Paperboard
Solutions Specialist, said. “This promotion is a
good news story for Clearwater, Manchester and
our customers! We remain focused on servicing our
customers, providing a full portfolio of products in
an efficient and timely manner. Please don’t hesitate
to reach out to Clive, Kevin Callahan or myself with
comments or questions.”

Heidelberg Celebrates 1000th Prinect
Production Manager Installation
Heidelberg is celebrating the 1000th global installation
of its innovative workflow solution, Prinect Production
Manager. Accounting for 20% of total sales, an
increasing number of U.S. customers are upgrading to
Production Manager to achieve end-to-end workflow
automation and overall improved productivity.
Prinect Production Manager is a volume-based
subscription offering that ensures customers pay only
for their actual usage of Prinect without the need to
purchase individual licenses up front. The monthly
usage fee covers the full portfolio of software modules
as well as updates and upgrades. This means
customers always have access to the most recent
version and the latest functions, including hotline and
remote support.
Over the last two years, more than 200 North
American customers have signed up for Prinect
Production Manager – with 30% of them switching
from a competitive workflow solution. While Prinect
may be viewed primarily as a solution for commercial
printers, many US packaging printers are also seeing
the advantages of Production Manager.
In addition to the standard Prinect Production
Manager subscription, customers also have the
option of adding Heidelberg’s MIS, Prinect Business
Manager, to its monthly investment. The MIS system
integrates the entire business process, production,
analytic and customer information into a smart print
shop workflow.

Komori Marks Anniversary
with Special Edition Folder
Komori America has announced that MBO will be
offering a new MBO K32-KSE Combi Buckle/Knife
Folder to celebrate the one-year anniversary of
Komori’s acquisition of MBO Post Press Solutions.
“KSE” in the machine name stands for “Komori
Special Edition,” and it is available at special pricing
for a limited time only, now through August 31,
2021. This combi-folding machine, designed for
full-size B1 and smaller sheet sizes, is well suited to
the commercial print market and is ideal for highprecision, fast production of all types of general
commercial applications. It is a perfect fit alongside
Komori’s high-performance offset presses.
The K32-KSE anniversary edition comes with a
comprehensive equipment package. The machine
can fold common 25″ x 38″ sheets up to 13,755
sheets per hour, approximately twice as fast as legacy
folding machines, to help printers keep pace with
Komori’s presses. It is available in two configurations:
fully automated or manual. Both versions come
equipped with a palletized feeder with the latest
Vacujet feed head, M1 Advanced Control with
touchscreen controls for fast makeready and Remote
Access Software (RAS) with complimentary remote
maintenance service included. Customers can choose
the model and options that best fit their production
requirements. Both models have been designed for
maximum productivity and reliability to help eliminate
bottlenecks in post-press processing and to meet
customers’ quality expectations and increasingly
short deadlines.
“The K32-KSE is a perfect example of the strength
of the integration of our two companies and
our commitment to continue to bring integrated
solutions to our customers that support an enhanced
production environment,” stated Mark Milbourn,
executive vice president at Komori America.
Because this is a limited-time offer, print providers
interested in adding this advanced folder are
advised to contact their local district sales
manager for more information. Visit Komori
America’s website for contact information at
https://www.komori-america.us/contact-us/.

Condolences
To Margie Farthing and family, on the passing of Margie’s
mother. Margie worked at PICA from 2011 until her
retirement in 2019.
May/June 2021
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Core Values and Brand Mission Guide Wright
Forbes recently reported that “the year 2020 broke all records when it came to data lost in breaches and sheer
numbers of cyber-attacks on companies, government, and individuals. In addition, the sophistication of threats
increased from the application of emerging technologies such as machine learning, artificial intelligence, and
5G, and especially from greater tactical cooperation among hacker groups and state actors.”
Greg Wright, president and chief executive officer of Wright
Global Graphics, Thomasville, NC, knows firsthand the kind
of damage a cyber-attack can inflict. Wright shares his story
below, with the hope it might help other PICA Members
avoid a similar experience:

If you think you have a secure
IT Infrastructure, think again.
On the Friday before Thanksgiving, something we never
truly expected to happen to our company, happened: Our
company experienced a data breach.
I was working from home and got the news that a virus
had gotten into our system. As with most companies today,
we had very good security protocols in place so at first, it
didn’t sink in. But as the day wore on, I kept hearing – it’s
bigger, it’s bigger, it’s bigger. It was like a horrible slow
motion sequence. By early afternoon, the report from our
information technology department was bleak – Ryuk
ransomware had gotten into our network, encrypted our files,
and left ransom notes within the system.
When something this huge happens, you want to react
quickly – get it done and move forward — but you can’t. Day
one, we were unplugging stuff and trying to mitigate the
damage. We ended up having to send people home because,
without a digital connection, there was nothing they could
do. Thankfully, this was the only day we shut down. We came
back on Saturday and just tried to figure out what to do. It
wasn’t until Tuesday that the full impact and weight of what
had happened finally hit me. It was going to be a long time
before we were fully functional again. It was probably the
heaviest stress level I’ve felt in my entire career.
Our motto became “move slow to go fast.” While a tsunami
of to-do’s lurked over us, we held it at bay by carefully
prioritizing our top three initiatives daily, then reprioritizing
the next day and the next. Our first call was to our insurance
company. We had a solid plan in place in order to respond
to just such an event, which included cyber insurance.
We immediately engaged with Sylint, an internationally
14
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recognized cybersecurity and digital forensics firm, founded
by a former National Security Agency (NSA) military
contractor. Sylint did the deep dive into our system and
guided us through recovery.
One of the things we learned working with Sylint is that data
compromises are very complex, and no two are alike. Some
breaches can be so massive, they can put companies out of
business. Specific IT systems can lull us into a false sense
of security because breaches are rare, like with the Lennox
System we had. Luckily, Lennox also prohibits crossover,
which kept our most sensitive data safe.
Our production flow was not affected by the breach, due to
decisions made by a former IT employee 20 years ago when
he designed the network. That design itself had barriers to go
through to protect the whole system. Because of his design,
we were still able to produce product and we still had access
to what I deem is our greatest asset — our art files. Most
importantly, we were still able to meet our customer’s needs
and work. I called that former employee a few weeks later to
thank him. He basically kept 200 people employed, and kept
our business afloat. I will never forget that.
Our core values guided us as we navigated what to do next.
For us, our customers come first. I’m proud to say we had

Global Graphics Through Recent Cyber Attack
a brand mission and brand promise that held our team
together in a way I’d never experienced before. Our people
used ordinary means to accomplish extraordinary things.
They went back to handwritten orders, phone calls, and faceto-face meetings. On the afternoon of that first day following
our attack, our customer service manager came into my office
to let me know all orders shipped on time that day — a feat
we didn’t think possible, and one that still brings me to tears.

the same time. Our company was the only one that was able
to get back up and running manually. At least two of the
companies had to shut their doors.
I also suggest having something like what the hotel industry
calls an “e-report” that gives you a hardcopy printout of
critical business data at regular intervals, so your company
can continue working. Know your insurance policy well.
Does it include cyber breach and network security coverage?
Birnbach says in the Business Continuity and Disaster
Recovery (BCDR) landscape, companies consider what to
do if a fire or a tornado rips through their building. But they
don’t think about what they would do if their internet goes
away and their data is suddenly not usable.
Additionally, we never stopped to point a finger of blame.
Other than myself, no one else in the company knows who
opened the email that opened the door to the hackers, and
they never will. We all share in that responsibility.

In the days that followed, Jeff Birnbach, partner and
managing director of Sylint, worked directly with us and
offered his 30 years of investigation and security expertise.
We learned quite a bit about security. We had good
procedures in place to prevent an attack. We used
complex passwords and changed them regularly. We
had virus protection on all the machines. We had
regular backups. But it wasn’t good enough. These days,
8 and 10-character passwords don’t cut it. Cyber experts
recommend a minimum of 12-character passwords and
two-factor authentication.
Birnbach also told us, “Put your most important things in
your sock drawer.” Meaning, take your most precious data
and stick it on an external hard drive. If worse comes to
worst, you lose a month’s worth of data versus years. This
situation was unusual because the threat actors (hackers)
went dark on us, so a decryption code wasn’t available. At
the time of our data breach, Sylint was working with 12
companies that had been hacked by the same virus at roughly

Birnbach pointed out that while we all want employees to
be customer responsive, the same responsiveness can make
them susceptible to phishing. That’s what happened to us. As
a printing company, we receive email attachments regularly.
This virus came in through a phishing email in August.
While we know the point of entry, I hope telling our story
will keep our industry aware of the issue and encourage them
to prepare. You think you’re secure, but we learned there
are lots of things you can do even better. We have drastically
changed the complexity of our passwords. We’re adding
two-factor authentication all the way down to the server level.
We’ve given our staff phishing training and have changed
our backup procedures. We really put our core values – good
relationships, tenacity, innovation, knowledge and caring
– to the test, and are proud to say they supported us well
throughout this ordeal.
To our customers – you have been wonderful. After our
initial communication went out, we received a lot of calls of
support. Thank you for your loyalty, your continued support
and your patience. We are very grateful for each and every
one of you.
To all of our industry friends – please be aware and be
prepared. If this prevents any other company from going
through what we went through, sharing our story will have
been worth it.

May/June 2021
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May 2021
26:

 risco webinar
P
2:00 - 3:00 p.m.

June 2021
7-18:

 otal Sales Transformation
T
10-Day Program
9:00 - 9:30 a.m.

October 2021
20:

 ICA Foundation Golf Classic
P
Olde Sycamore

November 2021
12-14: P
 ICA Fall Conference
Springhill Suites (Downtown)
Greenville, SC

